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About the Organisation

Blueprint for Free speech is an international NGO supporting freedom of expression. As part of this,
Blueprint seeks to protect whistleblowers by providing legal, practical and technical tools to help
whistleblowers service the public interest.



Background

Blueprint understands that NAZK, a national anti-corruption agency in Ukraine, has set up an
anonymous, confidential and secure avenue of disclosure for those who seek to reveal serious
wrongdoing, particularly under Ukraine’s whistleblower law.

Modern strong cryptography can provide good confidentiality between a source and an agency.
However, obtaining true anonymity is much more difficult. There are numerous technical methods for
revealing identifying information that risk “unmasking” the person making a disclosure.

We conducted an external exploration of the portal entry point to assess in a preliminary fashion what
if any risky technical settings or functionality we might find.

This sort of exploration is important since whistleblowers may only choose to make disclosure about
corruption or other wrongdoing if they feel they are properly protected. Without an external,
independent technical review, it is difficult for potential whistleblowers to have confidence in the
technical integrity of the platform they may be asked to use.

It is preferable that any technical review is made public along with details of any remedies made to
the site in response to the review. Sometimes IT staff are reluctant to make such reports public; they
fear identified problems may somehow make the systems under their watch more vulnerable, or they
may be embarrassed. Not talking about a problem does not mean that problem does not exist. In
reality, openness creates more trust with the public, for it shows potential whistleblowers that
technical problems are not hidden or ignored but rather they are addressed head on and resolved.

Observations

On the week of December 8 2023 Blueprint for Free Speech inspected the website hosted at
https://whistleblowers.nazk.gov.ua/#/ We made the following observations:

Overview

The front-end website appears to be using React and MaterialUI. The backend platform is
immediately apparent. There is an indicator that at least one site hosted by NAZK is running
WordPress. This is as a result of a request for https://nazk.gov.ua/wp-admin/admin-ajax.php, which is
made during the loading of the landing page for https://whistleblowers.nazk.gov.ua/#/.

The presence of “wp-admin” in the URL is a strong indicator that the site is hosted using WordPress.
The exact contents of the request are not known due the request returning a CORS (Cross-Origin
Request) error. By examining the JavaScript that makes the call we infer the request is for the latest
news from the main site. Whilst the main site may be running WordPress there are no indicators that
the whistleblower site is also running WordPress. The site is protected by HTTPS, with an examination
on SSLLabs (https://www.ssllabs.com) returning a grade of A — with no significant technical issues
detected.
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Wildcard Certificate

However, the certificate is a wildcard certificate, which means the same key pair protects all sites
associated with *.nazk.gov.ua. This is not ideal as it means that the private key resides on multiple
different servers potentially under different control. By way of example, the whistleblower site is
served from 91.142.175.23, which appears to belong to Sitel (https://sitel.ua/), who may be providing
the hosting. Conversely, the Wiki site (https://wiki.nazk.gov.ua/) is hosted on 91.142.175.3 (also a
Sitel IP address), but indicating a different virtual or physical server.

Cookies

There appears to have been some attempt to not set cookies on the whistleblower site. If the
whistleblower site is accessed in isolation from all other nazk.gov.ua sites, then no cookies will be set
or received. Specifically, the whistleblower has to have either not accessed any other nazk.gov.ua
subdomain, including the main nazk.gov.ua website, prior to visiting the whistleblower site, or the
whistleblower views the whistleblower site in a browser whose cookies have been cleared or are
isolated, i.e., incognito mode. If such conditions are met, then no cookies are set or received, which is
desirable. However, the likelihood of the whistleblower not accessing another NAZK site, in
particular the main homepage (nazk.gov.ua) from which the whistleblower site is linked, seems
unlikely. The whistleblower would need to remember and type in the full URL rather than just going
to the NAZK homepage and following the link. Whilst the site contains a multi-page form, which
would normally involve usage of session cookie, in this instance it appears the multi-page form is
handled on the front-end with a single submission being made on completion, thus negating the need
for a session cookie to track per page submissions.

Whilst consideration for cookies on the whistleblower site appears to have been made, the impact of
cookies on other hosted sites appears to have been overlooked. At a high-level, the issue is that the
nazk.gov.ua domain hosts a number of different websites on a number of different subdomains, for
example, https://wiki.nazk.gov.ua/ and https://study.nazk.gov.ua/. Cookies related to those other sites
are set with a domain variable of .nazk.gov.ua, not the subdomain. As a result, those cookies are sent
for all subdomains accessed. As a result, were a whistleblower to access one of the other domains, or
the main website, first, then the cookies set on those other subdomains will be sent when the
whistleblower accesses the whistleblower site as well.

For example, https://study.nazk.gov.ua/ sets a number of cookies, 18 in total, of which most are for
Google. 5 are for .nazk.gov.ua and one is for study.nazk.gov.ua. The issue is the use of the parent
.nazk.gov.ua domain which results in those cookies being sent for any future access to any
subdomains of nazk.gov.ua, including the whistleblower subdomain.

This is of particular concern with subdomains that provide a login function, like
https://study.nazk.gov.ua/, since it could lead to a login cookie being sent during a visit to the
whistleblower site and therefore anonymity being broken. It is possible the login cookie will be set
directly on the study.nazk.gov.ua domain — we cannot tell without a valid login which we do not have.
However given that the only cookie that is set on study.nazk.gov.ua, as opposed to the parent
nazk.gov.ua domain, is a CSRF Token cookie (Cross site request forgery prevention), it seems
unlikely that the login cookie will be set on the subdomain, as it would be more common for it to
replace the session cookie, which is most likely the cookie called “study.nazk.gov.ua _edxapp”, which
is associated with the parent domain.
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Analytics

Analytics on the whistleblower site are minimal, there is no Google analytics unlike the other sites.
However, any Google Analytics cookies previously set on the nazk.gov.ua domain will still be sent,
some of which do not expire for over a year. This demonstrates a further compounding of the problem
of cross-domain cookies.

Whilst there do not appear to be any client-side analytics about accessing the website, there are
analytics available about the whistleblowing website. This is found in two locations, firstly, as
summary statistics on the landing page. Second, as dedicated analytics search page
https://whistleblowers.nazk.gov.ua/#/analitica

Examination of the front-page request and the analytics page reveals user defined queries can be
performed on the statistics database using the following variables, with values URLEncoded as
request parameters:

central
territorial
region
channel
typeAnkets
period

date from
date to

These are sent to https://whistleblowers.nazk.gov.ua/api/statistics. This page returns a JSON object
containing a breakdown of the associated statistics.
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The particular concern with this is that the date from and date to fields could allow interrogation of
the database to allow for identification of when a particular whistleblower report was filed by looking
at when the count goes up or down for a particular type or subject of a report. The analytics page does
not appear to restrict how short the timeframes for searches are, i.e., it would appear you can search
for a single day. This could allow a third-party to step through the days to determine when the count
for a particular type or subject of a report increases and therefore determine when the report was
made. Care needs to be taken when providing aggregate statistics to ensure they cannot be
interrogated to reveal information about individual submissions.



External Resources
Two external providers are used for loading resources:
* A font file from Google Fonts
* Various jQuery scripts from CloudFlare CDN
This is not unusual, and it is unlikely to reveal that the individual is visiting the whistleblower site,
but it would be better if all requests were kept to the one domain.

The version of jQuery (3.6.0) is a current version and therefore there are no immediate concerns in
that regard.

At the bottom of the page the “regulations about the portal” heading does not have any pages listed
under it (assuming Google Translate is correct). Technical information about the protections afforded
to whistleblowers appears lacking.

IP Address

The use of standard website, as opposed to a tor hidden service, results in the inherent problem of
identifiability of IP addresses. The IP address will be seen by the servers, which could result in
identifying the whistleblower. Even if there are assurances that the whistleblower site will not log
such IP addresses, the request to the main site for the news feed will reveal the IP address to the main
site. As such, unless no IP addresses are being logged on the main site as well, the whistleblower IP
address will be logged. Even if no logging of IP addresses is asserted it is a procedural, not technical
measure. The whistleblower has no way of validating the IP address is not being logged. At the very
least, the site should be accessible as a hidden service as well.

The greater concern is that when combined with the cross-domain cookie issue, even if a
whistleblower took precautions, for example, using a VPN, they may still be identifiable. If they had
previously accessed one of the other subdomains their original IP address could be linked to the VPN
IP address through the cookies, thus negating the limited protection a VPN could provide. Accessing
the site through tor and the tor browser would help, provided they had not accessed the other sites —
particularly - logging in — in the same session.

Additional Concerns

There is an additional concern regarding how much clarity end-users to this system have about their
status as protected whistleblowers. Our initial exploration of this whistleblowing avenue suggests that
of 767 submissions, only seven have received ‘protected’ status as whistleblowers. Further, we
understand that the number changes frequently, going up and down. How this total number was
reduced is not described or made clear. Did a whistleblower have their protected status removed
within the course of one week? If so, why and how?

Finally, those who have the authority to change a whistleblower’s protected status and on what basis
such a change is made, and how it is communicated has also not been made clear to the end user
visiting this site.

Blueprint has studied hundreds of whistleblower cases across dozens of countries over the past
decade. This is unusual.

For both ethical and practical reasons, any agency seeking to accept whistleblower disclosures must
provide crystal clear information about whether the whistleblower and their disclosure is protected.

The status must be communicated to the whistleblower in a reliable way early in the process and
should not be easily changed.
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Changing the whistleblower’s status without warning, without transparent and independent due
process, or at the whim of one agency official, would create a dangerous environment for the
whistleblower. Such actions have the potential to destroy the credibility of an agency’s whistleblower
program. Whistleblowers with vital evidence of corruption may be deterred from making a disclosure.
If whistleblowers view the information handling or protections allegedly offered to them as unreliable,
unpredictable and untrustworthy, they are much less likely to report vital evidence of corruption.

Preliminary Conclusions Based on Information Available at this
Time

Overall the system appears to be a well-intentioned attempt to provide some degree of technical
privacy protection, albeit one that misses cross-site subdomain tracking and does not consider risks
associated with being able to interrogate the analytics database, or the broader question of
independence.

The solution is not inherently anonymous, not only because of the issue of IP address tracking, but
more pressingly, the cross-domain cookies. A whistleblower would need to clear their cookies at the
very least to avoid potential identification. Such precautions are not clearly communicated to the
whistleblower when accessing the website.

More broadly, requesting an email address, even if only optionally, to send an ID code to is of
concern. It would be better to just display the ID code and allow the user to record it. Most
whistleblowers are not going to have access to anonymous mail providers. Email is also not
intrinsically private and therefore sending such information in the clear has risks of its own.

The exact way this mechanism works is not known as our assessment is based only on reading the
information on the website, no forms have been submitted, although we understand it to be optional.
However, even if optional, there remains concerns. The website should guide the whistleblower
through an inherently secure and anonymous process, it should not encourage or enable unsafe
behaviour.

Advice

Given the above, there might be other risks present that have not yet been identified. Without actually
submitting data, a full analysis is not possible. At the very least the cookie issue needs addressing.

We would recommend that the site managers seek an international, fully independent security review
of the site by an organisation which has expertise in this. An example of this in Europe would be
Radically Open Security in the Netherlands. Alternatively Blueprint could provide this.

The limitations of the anonymity that can be afforded by a website should be made clear. Further
advice should be given in terms of clearing browser history/using incognito modes, as well as
suggestions for using VPNs. Ideally, the whistleblower site should provide a genuinely technically
anonymous communications channel, for example, using Tor and hidden services. Open source
examples of this already exist, for example, GlobaLeaks: https://www.globaleaks.org/
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